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Abstract

Free-riders and fake files are two important problems
in P2P file sharing systems. Previous works have always
used incentive mechanisms and trust mechanisms to ad-
dress them respectively. In real systems however, a trust
mechanism without incentive would face lack of users’
enthusiasm and thus cause sparse relationship of direct
trust while an incentive mechanism without trust could
induce users’ bad behavior. A novel reputation system is
proposed in this paper that combines trust and incentive
mechanisms. It uses files’ vote and retention time, down-
load volume and users’ rank to construct amore extensive
direct trust relationship and calculates a user’s reputa-
tion with a multi-trust algorithm. It can identify fake files
and provide service differentiation with reputation. Im-
plementation and some security consideration in DHT
are also discussed.
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1. Introduction

Free-riders and fake files are two important prob-
lems in P2P file sharing systems. Earlier research fo-
cused on free-riders which result from concern for shar-
ing risk and the lack of motivation to share, so incen-
tive mechanisms are used to encourage users to share.
Q. Lian et al. [13] evaluated several incentive mecha-
nisms, proposed an incentive system which is a hybrid
between Tit-for-Tat and EigenTrust, and showed its ef-
fectiveness of generating preferences for well behaved
nodes while correctly punishing colluders. Though it
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can conquer the pitfalls that exist in private history-
based Tit-for-Tat and the EigenTrust algorithm, it still
faces the coverage problem. This means it needs more
direct trust relationship between users to improve the
request coverage and get more accurate results.

Recent research focuses on fake files. J. Liang et al.
[4] analyzed the severe pollution which is launched by
some companies to protect copyrights in KaZaA, while
Q. Feng et al. [3] analyzed the severe pollution which is
launched by some users to gain unfair advantages from
incentive policies in Maze . Fake files are more and
more pervasive in these systems and nearly half of the
files of some popular titles are fake. Reputation mech-
anisms, which collect the evaluation of files and users,
are used to identify fake files and attackers. There are
mainly two kinds of evaluations.

• Explicit evaluation involves active user participa-
tion such as voting [5]. . This method is widely
used in electronic commerce but users lack the im-
petus to vote in P2P file sharing systems. As an ex-
ample, less than 1% of the popular files on KaZaA
are voted on [4]. Therefore, an incentive mecha-
nism is also needed to encourage voting as well as
sharing.

• o Implicit evaluation means the system infers a
user’s evaluation from their behavior. Q. Feng et
al. [3] proposed a lifetime and popularity based
ranking approach to filter out fake files in P2P
file sharing systems. However this method cannot
identify the quality of a file accurately when its
number of owners is too small. The actually play
time of a movie file can also be taken as a user’s
evaluation for this file, but it depends on the type
of file.

A multi-dimensional reputation system combined
with trust and incentive mechanisms in P2P file shar-
ing systems is proposed in this paper, its contributions
are:



1. It combines explicit and implicit evaluations,
which include files’ vote and retention time,
download volume and users’ rank, to con-
struct a more extensive direct trust relation-
ship.

2. It combines trust and incentive mechanisms, and
uses service differentiation based on users’ reputa-
tions to encourage users to share and vote on files,
rank users and remove fake files quickly, and helps
the system identify fake files at the same time.

The road map of this paper is as follows. In Section
2, we cover the related works. We propose a multi-
dimensional reputation system combined with trust
and incentive mechanisms in Section 3 and discuss its
implementations and some security considerations in
DHT in Section 4. We draw a brief conclusion and pro-
pose some future research possibilities in Section 5.

2. Related Works

Most of the current reputation systems are varia-
tions of Tit-for-Tat [6] [7] and EigenTrust [2].

• Tit-for-tat [1] is based on private history and a
peer giving higher priority to those from who he
has successfully downloaded more. Q. Lian et al.
[13] showed that even with a long private history
it is difficult to improve request coverage. A one
month download log only enforces Tit-for-Tat to
only 2% of a peer’s uploads and the other 98% are
blind uploads.

• EigenTrust works similarly to the PageRank [8]
algorithm used by Google. The page link in the
PageRank algorithm becomes traffic flow in Eigen-
Trust. It assigns each peer a global EigenRank
value by computing the left principle eigenvector
of the trust matrix. Q. Lian et al.[13] also found
that it suffers from both false negatives and false
positives.

Q. Lian et al. [13] proposed a multi-trust solution
to achieve a balance between the two reputation mech-
anisms. It uses direct trust relationship to construct
a one-step trust matrix which is tit-for-tat and uses
this matrix to construct a two-step or n-step trust ma-
trix which is similar to EigenTrust. The insight is that
when deriving the incentive metric for service differ-
entiation, it needs to ideally consider all these matri-
ces instead of just one. The immediate friends form
the first tier, friends’ friends form the next and so on.
Each matrix precisely represents the trust that a peer
imposes on others at a different level and as the lev-
els go deeper, the trust becomes more global and less

private. This multi-tier incentive scheme essentially im-
poses service differentiation by looking at which tier Uj

falls into when its downloading request arrives at Ui.
The smaller level the user belongs to, the higher pri-
ority they are given. Within the same tier, two peers
will be ranked according to their values in the matrix of
that tier. However, it does not solve the one-step sparse
matrix problem which means that if the one-step ma-
trix is too sparse, it will need a lot of steps to get ade-
quate request coverage.

There are also many other works such as P2Prep
[9], XRep[10], PeerTrust [11], TrustGuard [12], Cre-
dence [5] and LIP [3]. Most of these woks discuss in-
centive and trust mechanisms separately. In a real situ-
ation, a trust mechanism without incentive would face
lack of users’ enthusiasm and sparse relationship of di-
rect trust while an incentive mechanism without trust
could induce users’ bad behavior. Our work combines
trust and incentive mechanisms and creates a more ac-
tive and trustworthy P2P network. Our work also com-
bines explicit and implicit evaluations to construct a
more extensive direct trust relationship between users.

3. Design of Reputation System

From the analysis above, a novel reputation system
is designed in the following way. We first use files’ vote
and retention time, download volume and users’ rank
to construct a denser one-step trust matrix and calcu-
late users’ reputations with n-step multi-trust. Based
on the reputations, we identify fake files and use ser-
vice differentiation to encourage users’ active partic-
ipation which will also increase the denseness of the
one-step trust matrix.

3.1. Direct Trust Relationship

File, download volume and user will be used sepa-
rately to construct a multi-dimensional direct trust re-
lationship.

3.1.1. File Based Direct Trust Relation-
ship

In P2P file sharing systems, users exchange files with
others and evaluate the files they have. The evaluation
can be mapped into [0,1] with 1 means the best and 0
means the worst.

A file can be evaluated explicitly and implicitly.

• Explicit evaluation can be collected by users’ votes
on files. Most of the traditional vote-based repu-
tation mechanisms use this method. It can reflect



a user’s evaluation of files more accurately but re-
quires users’ participation and imposes a burden
on them.

• Implicit evaluation can be collect by a file’s re-
tention time in a user’s computer. It doesn’t need
users to participate but its error might be large be-
cause the evaluation is only inferred from a user’s
behavior.

Our work calculates a file’s evaluation by an integra-
tion of the two evaluations. Ui’s evaluation of file j is
calculated by Equation (1), while IEij means Ui’s im-
plicit evaluation of file j, EEij means Ui’s explicit eval-
uation of file j, η and ρ are weight values, and η+ρ = 1.
However we still need to use an incentive mechanism
to encourage users to vote because it is more accurate.

Eij =
{

IEij if a user doesn’t vote
IEij · η + EEij · ρ if a user votes

(1)
A file’s evaluation generally means a user’s opinion

so if two users have similar evaluations of files, we in-
fer that they have some direct trust relationship. If Ui

and Uj both have evaluated some files and the intersec-
tion of these files is F with size m, we define file based
direct trust relationship with Equation (2)1.

FTij = 1−
∑

k∈F |Eik − Ejk|
m

(2)

It is obvious that FTij ∈ [0, 1]. A large FTij means
the two users’ opinions are similar; a small FTij means
the two users’ opinions are different. If the size of in-
tersection is zero, the two users will not have file based
direct trust relationship.

We then define file based one-step matrix(FM) with
Equation (3), while Uall means all the users in the sys-
tem.

FMij =
FTij∑

k∈Uall
FTik

(3)

3.1.2. Download Volume Based Direct Trust
Relationship

In P2P file sharing systems, if a user downloads some
real file from another user, it means he can trust this
user so valid download volume can be used to construct
implicit direct trust relationship. We define V Dij as
valid download volume that Ui has downloaded from
Uj with Equation (4), while Dij means all the files that

1 There are also many other equations to define the distance be-
tween two vectors, such as Kullback-Leibler distance and Eu-
clid distance.

Ui has downloaded from Uj , Eik means Ui’s evaluation
of file k, and Sk means the size of file k. We then de-
fine download volume based direct trust matrix(DM)
with Equation (5).

V Dij =
∑

k∈Dij

Eik · Sk (4)

DMij =
V Dij∑

k∈Uall
V Dik

(5)

3.1.3. User Based Direct Trust Relation-
ship

In P2P file sharing systems, users can also evaluate
each other and we use UT to represent this relation-
ship. This can be realized by assigning a user with a
value. This can also be done by friend lists and black-
lists, which means a user’s friends should be more trust-
worthy and they should be assigned with a large UT ,
while the users in the blacklist are not as trustworthy
and they should be assigned with zero. We then de-
fine user based one-step matrix(UM) with Equation
(6).

UMij =
UTij∑

k∈Uall
UTik

(6)

3.1.4. Integration of Direct Trust Relation-
ship

We can get an integrated direct trust relationship
from the three relationships above and form one-step
direct trust matrix (TM) with Equation (7), while α,
β and γ mean the weight value of each direct trust re-
lationship respectively and α + β + γ = 1. When there
are more methods to get direct trust relationship, this
equation can be extended easily.

TM = α · FM + β ·DM + γ · UM (7)

3.2. The Calculation of Reputation

We use multi-trust to calculate the reputation be-
tween users. We define reputation matrix(RM) with
Equation (8).

RM = TMn (8)

In order to choose n, we do an experiment in Maze
[15], which is a large deployed P2P file sharing sys-
tem with more than 2 million registered users and more
than 10,000 users online at any given time. A log server
is used to record every downloading action and each
log contains uploading user-ID, downloading user-ID,



Figure 1. Request coverage with different evalu-
ation coverage

global time, files content hash, and filename. We col-
lect the logs of 30 days, which include 103825 users,
24,656,024 downloading actions and 395218 different
files.

We first set the evaluation coverage to be k%, mean-
ing each user will evaluate k percent of his files ran-
domly, then replay the downloading actions to see how
many download requests will be covered. A download
request is covered means a file based direct trust rela-
tionship can be constructed from the uploader to the
downloader with the files they have evaluated.

In Figure 1, the x-axis means the time, the y-axis
means the request coverage’s change with time when
users evaluate different percentage of the files. We can
conclude from the figure that when users only evalu-
ate 5% of the files, the request coverage is small;when
users evaluate 20% of the files, the request coverage
reaches 50%. Because we use a file’s retention time to
collect implicit evaluation, users will evaluate 100% of
the files they have, resulting in the request coverage be-
ing above 80%. In addition, download volume and user
based direct trust relationships can also increase re-
quest coverage. We can choose n as 1 in Maze, which
means the one-step direct trust matrix is enough for
Maze. However, multi-trust can be easily extended to
an n-step direct trust matrix to adapt to other P2P
networks.

We can also find that the request coverage will not
change significantly with time. It originates from the
churn of users and files so we only need to store the
evaluations within an interval.

3.3. Identification of Fake Files

Most of the current reputation systems consider two
trust values; one is about a user’s performance while
the other is about a user’s feedback trustworthiness. In

our reputation system, only the one who performs well
and gives honest feedback can get a high reputation,
the reputation between users can be used to identify
fake files directly.

Before Ui downloads a file, he can get some other
users’ evaluations of this file. He can then calculate the
reputation of this file with Equation (9), while U means
the set of users from whom he gets the file’s evalua-
tions. Then he can judge whether to download this file
by the threshold set by himself. More details will be de-
scribed in the next section.

Rf =

∑
j∈U RMij ∗ Ejf∑

j∈U RMij
(9)

3.4. Trust Based Incentive Mechanism

The system features service differentiation based on
reputation. It is designed to give downloading prefer-
ence to users with high reputations. These users add to
their request time a negative offset whose magnitude
grows with their reputation. In contrast, a bandwidth
quota is applied to downloads of users with lower rep-
utations. Different from other reputation systems, up-
loading real files, voting on files and ranking other users
honestly and even deleting fake files quicker can in-
crease a user’s reputation and give him better service.
This reputation system does not only identify fake files
but also prevents users sharing fake files intentionally
and unintentionally.

4. Implementation in P2P File Sharing
Systems

In P2P networks, the most important problem is
how to store and retrieve users’ evaluations of files ef-
fectively. It is easy implemented with central servers so
we only discuss the situation without central servers.

4.1. Implementation in DHT

DHT is used in P2P networks to store index ob-
ject and other information. It provides a basic opera-
tion: Lookup(key, list<HostInfo>& Hosts, int num =
1). When a user publishes a file, he will use DHT to
lookup one or more users who are next to the key and
store this file’s information in them. When other users
need this file, they can also use lookup to find the in-
formation about this file. We can store and retrieve a
file’s evaluation in DHT in the same way, showen in
Figure 2.

1. Publication of a file’s evaluation: In DHT, we can
include a file’s evaluation with its publication so



Figure 2. Framework in DHT based overlay

we do not only publish a file’s metadata to index
peer but also this user’s evaluation of the file. The
message is EvaluationInfo = <FileID, OwnerID,
Evaluation, Signature>.

2. Update of a file’s evaluation: This can be done
with the regular republication.

3. Retrieval of a file’s evaluations: When a user wants
to download a file, he finds this file’s index peer
first and then retrieves the information of this file’s
owners. He will also get an array of evaluation in-
formation.

4. Calculation of a user’s reputation: A user can con-
tact the user he wants to evaluate to get his evalu-
ation list and calculate TM , he can then calculate
RM with multi-trust.

5. Calculation of a file’s reputation: A user can use
the reputations and evaluations of the users in the
array of evaluation information to calculate a file’s
reputation.

6. Service differentiation: A user can give different
service to users with different reputations. In Fig-
ure 2, U4 requests other users to download a file
from them. Other users can calculate U4’s reputa-
tion and give U4 a suitable service which includes
a bandwidth quota and the position in the wait-
ing queue.

4.2. Security Issues

There are some possible attacks:

1. A user may forge or distort other user’s evaluation
in step 1, 2 and 3: This can be solved by digital
signature.

2. U5 may remove or does not answer any query in
step 3: This is analyzed in [14] and it is generally
treated as a problem of routing security and is be-
yond the scope of this paper.

3. U4 may forge his files’ evaluations as the same as
U1 to get U1’s trust in step 6: G. Swamynathan
et al. [14] suggested a virtual user examine other
users’ evaluations randomly. If there are great dif-
ferences between two examinations, it means this
user has forged his evaluations and he should be
punished.

4. Some users may collaborate to increase their rep-
utation: This was analyzed in [13].

4.3. Other Issues

In a real P2P network, users may join and leave the
system frequently and churn may affect data’s avail-
ability. As we have described, a file’s evaluation infor-
mation can be stored and published with index infor-
mation so the designer only needs to consider how to
optimize the publication of index information. This will
not increase the complexity of the system. There are
many techniques to reduce the effect of churn. Take
eMule for example, a user will publish index informa-
tion to multi-users regularly.

In addition, the system will not need more lookup
messages when a user publishes and retrieves a file’s
evaluation with this file’s index information, though it
will increase the size of the information slightly.

In a real P2P file sharing system, most of the mes-
sages are publication information while search and re-
quest messages only occupy a small proportion. How-
ever, if a user has evaluated a lot of files, he may send
more messages when he exchanges files’ evaluations.
Most files’ numbers of owners are small and most files
have a small life cycle which is also shown in 1. So users
only need to preserve the evaluations within an inter-
val when they have evaluated so many files.

5. Conclusion and Future Works

A multi-dimensional reputation system combined
with trust and incentive mechanisms in P2P file shar-
ing systems is proposed. It can not only identify fake
files but also encourage users to upload real files, vote



on files and rank users honestly as well as removing fake
files quickly. Implementation and some security consid-
erations are also discussed.

In the future, we need to do more experiments to
improve the equations and choose the weight values in
our work and deploy this framework in a real system.
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